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Overview

Research

Mobile Computing and Privacy (MobCP) Research Lab, 2015 - Now

PI: Xiaohui Liang

Students:

Tran Zhu Obyat Thamer Hadian

Research Interests: Mobile Healthcare, Internet of Things, Wearable
Computing, and Security and Privacy for Communication Systems
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Overview

Current Research Projects

Novel Healthcare Applications

● Voice-based Cognitive Assessment in Older Adults (NIH/NIA R01
2019-2013)

● Wearable-based Physical Function Assessment in Smart Clinics

Security & Privacy

● Voice Assistant Systems
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Overview

Voice Assistant Systems

2014

2016

2018

2011

2012

2019

2013

January 6: Google Assistant is available on over 
1b devices, Amazon Alexa on 100m devices.

March 7: Voicebot report finds 26.2% US adults 
have access to a smart speaker.

April 4: Amazon rolls out HIPAA compliant Alexa 
service with six new healthcare skills
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Overview

Voice Assistant Systems
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Research 1: Voice for Healthcare
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Research 1: Voice for Healthcare

Cognitive Assessment in Older Adults
Problem: Early detection of the cognitive decline involved in Alzheimer’s Disease
and Related Dementias (ADRD) in older adults living alone is essential for
developing, planning, and initiating interventions and support systems to improve
patients’ everyday function and quality of life.

Intellectual merit: Develop a low-cost, passive, and practical home-based
assessment method using Voice Assistant Systems (VAS) for early detection of
cognitive decline, including a set of novel data mining techniques for sparse
time-series speech.
Broader impacts: If successful, the proposed system may be widely disseminated
for the early diagnosis of cognitive impairment to complement existing diagnostic
modalities that could ultimately enable long-term patient and caregiver planning
to maintain individual’s independence at home.
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Research 1: Voice for Healthcare

Our Research Approach

● Xiaohui Liang, PI, Assistant Professor of Computer Science at UMass Boston

● John Batsis, MD, Geriatrician, Co-I, Associate Professor at the University of North
Carolina at Chapel Hill

● Robert Roth, Neuropsychologist, Co-I, Associate Professor at the Geisel School of
Medicine at Dartmouth

● David Kotz, Consultant, Professor of Computer Science at Dartmouth

● Brian MacWhinney, Consultant, Professor of Psychology and and Modern
Languages at Carnegie Mellon University
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Research 1: Voice for Healthcare

Our Research Approach

● Passiveness. VAS conversations are initiated by users.

● Long-term behavior. VAS data may be generated at a regular time
and with a regular pattern.

● No external factors. VAS data is collected from a user in a private
environment.

● Wide adoptability. VAS data can be collected from a wide range of
devices (smartphone, smart speaker, computer) and applications.

● Privacy. Consent on VAS data collection and analysis when
purchasing the device.
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Research 1: Voice for Healthcare

Our Research Approach

Our team will conduct long-term evaluations with selected participants.
Name of Applicant (Last, First, Middle): Liang, Xiaohui

In-lab data 
collection

Classi�cation 
methods

Classi"cation�
results

In-lab evaluation (8-26) In-home evaluation (16-44)

evaluate

In-home data 
collection

New many-to-difference 
prediction model

Prediction 
results

A set of �
VAS features

A list of �
VAS tasks

Repetition�
features

Important�
VAS tasks

Important �
features

In-home 
screening

In-lab 
recruitment

Transfer 
learning

Figure 6: Overview of our evaluation plan

the potential participants who have shown the positive feedback on mobile health technologies will be open to
VAS and use VAS in daily activities as shown in other projects [40–46].
T3.1 Evaluation plan. Our two-stage evaluations will be conducted by a full-time research assistant (RA) and
two graduate students under the supervision of the PI (Liang) and Co-Is (Batsis and Roth), as shown in Figure 6.
The in-lab evaluation (Months 8-26) will be conducted at our Dartmouth research center for 18 months after an
eight-month preparation. The evaluation activities for the participants include introduction and practice sessions
on VAS and an in-lab VAS session. The in-home evaluation (Months 16-44) will be predominantly conducted
in-home. Our RA and the participants will periodically meet either in our research center or their homes for
conducting assessments and surveys.
Baseline and evaluative measures. We will review participants’ electronic medical records, carefully select
assessments, develop customized surveys, and train and oversee the RA to conduct interviews with participants
or their caregivers.
Electronic Medical Record (EMR). Information will be extracted from the electronic medical record to ascertain
co-morbid conditions, demographic characteristics, medication lists, and medical history.
Assessments. (1) Montreal Cognitive Assessment (MoCA) will be used to screen for cognitive impairment. This
is a 30-item assessment assessing multiple cognitive domains. The score ranges from 0 to 30, with a threshold
of > 26 to be HC, an average score of 27.4 on HC, 22.1 on MCI, and 16.2 on AD. This measure is well validated
for use in older adults in the primary care with a sensitivity of 0.90 and 1.00 for MCI and AD [13]. This measure
will take approximately 10-15 minutes. (2) Geriatric Depression Scale (GDS) [174,175] and (3) Geriatric Anxiety
Inventory (GAI) [176] are used to measure depression and anxiety severity in older adults. These measures
are self-administered to the participant, each taking about 10 minutes to complete. GDS is a 15-item yes/no
questionnaire that classifies individuals as normal (0-4), mild depression (5-8), moderate depression (9-11), and
severe depression (12-15). It has been validated in multimorbid or demented patients and has a 92% sensitivity
and 89% specificity when evaluated against diagnostic criteria. GAI is a 20-item questionnaire (agree/disagree)
that assesses typical common anxiety symptoms in older adults. It has high test-retest reliability (0.91) and
inter-rater reliability (0.99) with a Cronbach alpha coefficient of 0.91.
Surveys. (1) Older Americans Resources and Services (OARS) questionnaire is a means of determining the im-
pact of services and alternative service programs on the functional status of older adults [177–179]. It is a 14-item
questionnaire involving seven basic and seven instrumental activities of daily living, with a score ranging from a
low of 0 to a high of 28. The scale has high concurrent validity and high interrater reliability. This self-administered
questionnaire will take approximately 10 minutes. (2) Privacy survey is used to understand participants’ privacy
concerns regarding the VAS data. The 15-minute survey consists of specific questions adapted from the IUIPC
(Internet Users’ Information Privacy Concerns) scale [180, 181]. The surveys will be obtained using Research
Electronic Data Capture (REDCAP), a secure, HIPAA-compliant data collection tool [182].
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Research 1: Voice for Healthcare

Consent + Baseline Data Collection Protocols (1.5 hour)

RA and participant finish the consent process and assessments

1 Consent Form

2 Consent Form Comprehension Interview

3 OARS: Older Americans Resources and Services questionnaire is a
means of determining the impact of services and alternative service
programs on the functional status of older adults

4 GAI: Geriatric Anxiety Inventory

5 GDS: Geriatric Depression Scale

6 MoCA: Montreal Cognitive Assessment

7 Home Environment Interview is used to assess the environment of the
participants’ homes, such as the size and type of home, the number
of residences, and daily home activities.

Xiaohui Liang, Ph.D. VoiceForHealth May 7, 2021 13 / 20



Research 1: Voice for Healthcare

Our Research Results

All research updates can be found at CogVox.org.

1 “Exploring Deep Transfer Learning Techniques for Alzheimer’s Dementia
Detection,” Frontiers in Computer Science Special Issue on Alzheimer’s Dementia
Recognition through Spontaneous Speech, Accepted on Marc 11, 2021.

2 “Evaluating Voice-Assistant Commands for Dementia Detection,” minor revision,
Elsevier Computer Speech and Language Special Issue on Speech Based
Evaluation of Neurological Diseases, 2021.

3 “WavBERT: Exploiting Semantic and Non-semantic Speech using Wav2vec and
BERT for Dementia Detection,” submitted to INTERSPEECH 2021.

4 “Privacy Concerns Among Older Adults using Voice Assistant Systems,” submitted
to the Gerontological Society of America (GSA) annual conference, 2021.

5 “Exploiting Fully Convolutional Network and Visualization Techniques on
Spontaneous Speech for Dementia Detection,” arXiv preprint arXiv:2008.07052
(2020).
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Research 2: Voice Security and Privacy

Voice Security Problem
VAS is subject to new security attacks because
● Voice transmission has the broadcast nature.

● Voice is easy to forge, and voice is the only input to the system.

Our Research Results

1 WiVo: Enhancing the Security of Voice Control System via Wireless Signal in IoT
Environment, International Symposium on Theory, Algorithmic Foundations, and
Protocol Design for Mobile Networks and Mobile Computing (MobiHoc) 2018.

2 Exploiting Physical Presence Sensing to Secure Voice Assistant Systems, IEEE
International Conference on Communications (ICC), 2021.

Xiaohui Liang, Ph.D. VoiceForHealth May 7, 2021 18 / 20



Research 2: Voice Security and Privacy

Voice Privacy Problem

VAS raises new privacy concerns because
● Voice queries are linked to users’ accounts, resulting in long-term and continuous

profiling at the service provider.

● User login behavior enables the Voice Service Provider (VSP) to link the voice
queries to the same user regardless of the device-level and network-level
anonymization techniques.

● Conventional network-level anonymizers, such as TOR and VPN, used for
preventing tra�c analysis attacks, do not e↵ectively anonymize the source of
user’s voice data from the VSP.

Our Research Results

1 Privacy-preserving Voice-based Search over mHealth Data. Smart Health Journal,
vol. 12, pp. 24-34, 2019.

2 Exploiting Privacy-preserving Voice Query in Healthcare-based Voice Assistant
System. IEEE International Conference on Communications (ICC), 2020

3 Exploiting Peer-to-peer Communications for Query Privacy Preservation in Voice
Assistant Systems. Peer-to-Peer Networking and Applications, Springer, 2020.
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Research 2: Voice Security and Privacy
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Questions? Xiaohui.Liang@umb.edu

http://faculty.umb.edu/xiaohui.liang/
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